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Moneab yrpo3 6e30macHOCTH MEePCOHAIbHBIX TaHHBIX
MBOY «boaswerpounukas COLL»

I. Ilepevenn 0603HaAYeHHH W COKpaEeHHIT
1. APM - apromarusupoBaHHOe pafodee MecTo;
2. UP - urdopmanronHslii pecype;
3. UCIIIH - undopMaimoHHas cucTemMa nepeoHalbHbIX JaHHbIX;
4. K3 - koutponupyemas 30Ha;
5.1I[I - nepcoHanbHble TaHHBIE;
6. 110 - nporpammuoe oGecreuenue;
7.TITC - nporpaMMHO-TEeXHHYECKHE CPEICTBA;
8. ISMHH - noGouHble 31eKTPOMArHHTHBIE H3TYYEHHs U HABOIKH;
9. C3U - cpencraa 3amuTel nH(GOpMAaIHH;
10. CK3HU - cpenctsa kpunrtorpadudeckoi 3amutbl HHGOPMALNH;
11. ®Cb - denepanbhas ciayxba Ge300aCHOCTH;
12, ®CO - Genepanbuas ciyxda 0XpaHsl;
13. ®CTIK - Pepepanbhas cnykba M0 TEXHHYECKOMY H 9KCTIEPTHOMY KOHTPOIIO.

I1. O6wmue nojoKeHHst

1. Hacrosmas mozens yrpo3 Ge3onacHOCTH MEpPCOHANBHBIX JaHHBIX (nanee — Moaens)
COZIEPHT CHCTEMATH3MPOBAHHBIH NepeyeHb yrpo3 0e30MacHOCTH NEPCOHATBHBIX IJAaHHBIX MPH
nx obpaboTke (manee — YupexaeHue). YKa3aHHbIE YIPO3Bl MOTYT HCXOIHTH OT HCTOYHHKOB,
HUMEIOIINX aHTPOMOTeHHBIH, TeXHOTEHHBbIH M CTHXMHHBIA XapakTep M BO3ACHCTBYIOLUMX Ha
yasBumoctn WCII/In. xapaxktepubie ana aanHod WCIIJIH, peanu3ys TeM caMbIM yrpo3bl
HHPOPMALIHOHHOH G€30MacHOCTH.

2. B Monenu paercs obobmenHoe onucanue WCIIIH, cocTaB, KaTeropum H
npennonaraemsiit 00bem obpadarsiBaeMbix [1/1H ¢ nocnenyromeit knaccudukarnuein UCI1/IH.

3. Moaens onuckIBaeT NOTEHIIHAIBHOTO HapymuTens Oezonacuoctu [T/ 1 noaxoas! no
OMpE/IENICHHIO aKTYalbHOCTH Yrpo3 € YYETOM BO3MOXKHOCTEH HapyLIMTENA H OCOOEHHOCTEH
koHkpetHoH MCIT/TH.

4. Hacrosmas Moaenb pazpabGoTaHa B COOTBETCTBHH ¢ TpeOoBaHMaMH PenepanbHoro
3aKOHOZATEbCTRA U (helepanbHBIX OPraHOB MO 3alUTe NePCOHAIBHBIX IaHHBIX.

I1I. XapakTepueTuka 00beKTa HHpOPMATH3ALHH

B OV cymectsyiot creaytotuse Thisl UCI1H:

1. UCII[In Beaenus OyxranTepckoro yuera, pacuera 3apaGoTHO# niathl,

2. UCIAu nepenaun uHpopMauud, B ToM uucae IIJ[H, B nemsx HCHIOIHEHHS
DenepanbHbIX 3aKOHOB.

3. Cocra MCI1JIn 1 obGpabarbiBaeMbIX B HMX NEPCOHAIbHBIX JAHHBIX [IPHBEIEH B
[Tpunoxenun Nel k HacTOALIEMY JOKYMEHTY.

4. B kauecTBe 00bvexTa HHpopmaTH3auuy OV BLICTYNAIOT:

1. ABTOHOMHBIE aBTOMATH3UPOBaHHbIE paboune mecTa (APM).
2. JlokaJibHblE BBIYUC/IMTENIBHBIE CETH.

5. B 3aBHCHMOCTH OT XapakKTepPUCTHK W OCOOEHHOCTEH OTHAENbHBIX O0BEKTOB 4acTb
BBIYMCTIUTENBEHBIX CPEICTB JAHHBIX TNPEINPHATHH IIOAKTIOYEHa K CceTAM CBasu  obiero
MOJIB30BAHHA U (MJIH) CeTAM.MEKIYHAPOIHOTO HHPOPMALHOHHOI0 00MeHa.

6. BBox mnepcoHanbHBIX [aHHBIX OCYIIECTBIAETCS Kak ¢ OyMakHBIX HOCHTenei
(HampuMep, TOKYMEHTOB, YAOCTOBEPAIOLINX JTHYHOCTh cyObekTa [1[[H), Tak U ¢ 3MEKTPOHHBIX
HOcHTEseH MH(pOPMALIHH.

7. UCI11n npennonaraioT pacnpenencuuyio (Ha APM) obpabotky u xpanenue [1H.



8. IlepconasbHble JaHHBIE CYOBEKTOB [/ln MoryT meiBomuThes M3 UCIH ¢ nensto
nepesaud MepCOHANBHBIX aHHBIX CYOLEKTOB Vupex/eHnus, Kak B OJIEKTPOHHOM, TaKk H B
OyMaKHOM BHJIE.

9. Konrtponupyemoit 3oHoii (K3) WCII/Ix ABAAIOTCS 3JaHHS W OTAEJIbHbIC MOMEIICHHS.
B npenenax KOHTPOAMPYEMOii 30HBI HAXOIATCA paGoude MeCTa TONb30BATENeH H MECTa
XpaHeHHs! APXHBHBIX KOIHI JaHHBIX, CETEBOC H TeJleKOMMYHHKALIMOHHOE 000pyI0BaHHE WCTI/Is. Bre
KOHTPO/MPYEMO# 30HBI HAXOMATCA JHMHMM MEpelain JAHHBIX M TeJIeKOMMYHHKAIIHOHHOE
ofopyaoBaHne, HCHOIb3yeMoe i nudopMaroHHoro  o0MeHa MO CeTAM  CBA3H obuiero
[0Ib30BaHKs 1 (HIIH) CETAM MEKIyHAPOIHOTO HHPOPMALIMOHHOTO obMmeHa.

IV. CocTas, KATEropHH 1 00beM MePCoHALHBLIX IAHHBIX, OTIPEeIeH e yPOBH
3AMMIIEHHOCTH MePCOHATLHBIX TAHHbIX

1. Ha ocHOBe XapaKTEPHCTHK H ocobennoctelt  mcnonpsyembix  MCII[H  u
06pabaTLIBAEMbIX B HHX MEPCOHANBHBIX JAHHBIX, MOXKHO KOHCTATHPOBATD, HTO NepCcoOHATBHBIE
nannple cybbexktoB [1[lH, oOpalarbiBaioTcs B Yupexaenus HHGOPMALHOHHOH CHCTEMOH,
obpabarbiBatomeii  0GIIE/IOCTYNIHbIE  MEPCOHAIbHBIC  JIAHHBIE, @ TaKKe CHCTEMOM,
obpabaThiBaolleil MHbIE KAaTeropuH MEpPCOHANBHBIX  JAHHDIX. CrneunansHble  KaTEropHH
[1epPCOHATBHBIX JAHHBIX M GHOMETPHYCCKHE NEPCOHATBHBIC NAHHBIC B UCTI/Iu Yupex/eHus He
00pabaThIBalOTCA.

2. Jlna VICTI/In 1llKombl aKkTyaibHbl Yrpo3bl 2 THINA - YTpo3bl, CBA3AHHbLIE C HaJTHYHEM
HEJOKYMEHTHPOBAHHBIX (HE/IEKNapUPOBAHHBIX) BO3MOYKHOCTEl B NPHKIATHOM IPOrPAMMHOM
oBecreyeHHH, HCTI0Ib3yEMOM B HH(OPMAIIHOHHO# CHCTEME. CorjacHo TOAMYHKTY «0» MyHKTa
11 «TpeboBaHuii K 3alMTE MEPCOHATBHBIX LAHHBIX TIPH HX obpaboTke B WHGOPMALHOHHBIX
cuctemax rnepconanbHex Aanubxy s UCTa QY tpebyercs obecneunts 3-uii ypoBeHb
3aIMIIEHHOCTH ME€PCOHAIBHBIX JAaHHBIX [IPH HX obpaboTke B HHGOPMALIHOHHOI CHCTEME.

V. Cnocofbl Hapy meHHs! XapAKTepUCTHK 6e30MacHocTH NePCONATLHBIX JAHHBIX
1. Mcxoms W3 mepedHs MEPCOHATbHBIX JAHHBIX, obpabareisaembix B MCIIJIH,
CYLLECTBYIOT CJIEYIOLIHE cnocoGbl HApYIIeHHs XapaKTePHCTHK 6e3011acHoCTH I1n:

- XUIEHHE TIEPCOHATbHBIX JI@HHBIX ~COTPYAHHKAMH Yupes/eHus 11 UCTOJb30BAHUA B
KOPBICTHBIX HEJIAX;
- nepesiaya (HHAHCOBOIL, aApeCcHOH, FOPHIMUECKOH 1 npoueil HH(opMaliH 0 cyonexTe I1/1H
TPETHHUM JHLAM:
- HeCAHKUMOHHPOBAHHOE MyOIMYHOE pasrialieHue NEpCOHANIbHBIN AAHHBIX, CTaBLIMX
H3BECTHBIMH coTpyaHHKam OV
- HeCAHKLMOHHPOBAHHOE MOJIy4eHHEe MEPCOHANBHBIX IAHHBIX  TPETHHMH JIHLIAMH;
- yHHUTOKeHHe  (PHHAHCOBOI, azpecnoii m  mpoueil HHpOPMALHK O cyonexre T1/1H;
- momuduKanus  (MHAHCOBOM, AipECHOH npoueit nHpopMarH o cyObexTe I11u;
- GnokMpoBaHHe (MHAHCOBOH, aapecHoH M npoueit nudopmaitin o cyovexre [1/1H;
- BBOJI HEKOPPEKTHOH (MHAHCOBOM, anpecHOH U npoueit nudopmarnu o cyonexte I11n;
- nepeaayd HeKOPPEKTHOH uHaHCOBOH, aapecHOl 1 npoueil HHPOPMALIHH O CYGBEKTE T11H;
- HCKaKeHHe apxHBHOH HH(OPMaIHK 10 CyOBeKTY [11H.
- YHUYTOKEHHE apXHBHOH undopmanyn o cyowekty I1/1H.

VL. Vrposni Ge30nacnocTd MepeoHaIbHLIX AaHHBIX, TIpH ux obpadoTke B
MH(OPMAUHOHHBIX CHCTEMAX NEPCOHANBHBIX AAHHBIX
1. Tox yrpo3amu 6e301acHOCTH MEPCOHATBHBIX JAHHBIX TPH HX obpaboTke B

MCTI/I# nOHHMAETCs COBOKYITHOCTh YCIIOBHI H (haKTopoB, CO3JAMOIKX MOTEHIHATBLHYIO HIH
peasnbHO CYMIECTBYIOLLY IO OMACHOCTH, CBA3AHHYIO C YTEYKOH HHpOpMAlMH  H (unn)
HECAHKLMOHHPOBAHHLIME M (HIM) HEMpeaHaMCpeHHBIMH BO3/CHCTBUAMHE Ha Hee. TaknuM
oGpazom, yrpo3el Gesonacnoctu T1J11 npu ux oGpa6otke B MUCITJIH MOryT GBITh CBA3AHBI KaK C
HernpeHaMePeHHbIMU IEHCTBHAME NepcoHana WCTIIH, TaK U co CHelHanbHo



OCYILECTBIISeMbIMH HEIIPABOMEPHBIMU JEHCTBHAMH OTAENBHBIX OpPraHH3alWi ¥ rpaXx/iaH, a
TaK)Ke MHBIMH HCTOYHHKaMK yrpo3. HenpaBoMepHble 1eHCTBHS MOTYT HCXOJIMTh TAKKe H OT
COTPYAHHKOB YUpesKIeHHs B ClIydae, KOr/la OHH pacCMaTpHBAIOTCS B KayecTne
NOTeHUHAIbHOrO HapyluuTens OezonacHoctd [1/1H.
2. B uenax ¢opmMMpoBaHHS CHCTEMATH3HPOBAHHOTO MepeyHs Yrpo3 6e30macHoCTH
[11n npu ux obpaborke B UCTI/IH n pazpaboTke Ha MX OCHOBE HACTHBIX (J€TATH3MPOBAHHBIX)
MoOjiesIel NpUMeHHTENBHO K KoHKpeTHoMmy Buay MCIT/IH, yrpossl Ge3omnacHOCTH NepcoHANbHBIM
nanHeiM B UCTIIH MO#HO KnaccH(HIMPORATh B COOTBETCTBHH CO CAEAYIOMMH NPH3HAKAMH:
- [10 BUJaM BO3MOYXKHBIX HCTOUHUKOB yIpo3;
- no Tuny MCI1JIH, Ha KOTOpbIe HANpaBlIeHa pealn3alus yrpos;
- 1o BHIY HapyLIaeMoro cBoiicTBa HH(pOpMALHH (BuILy
HECAHKIIHOHHPOBAHHBIX AeHCTBHIL, ocyuecTBasemMbIx ¢ [1]IH);
- 110 cnoco®am peanu3aliny yrpos;
- 110 HCTIONB3YeMOH YA3BUMOCTH;
- 110 00beKTy BO3/EHCTBHUS.
3. dns  MCII[ln cyumecTBylOT —cleaylomine Kjaaccel yrpos Oesomacnocty [1/1n:
- 1o BHAAM BO3MOKHBIX HCTOMHHKOB YTpo3 0€30MacHOCTH MEePCOHATbHBIX JAHHBIX
— YIpO3bl, CBf3aHHBIE C MPEIHAMEPEHHBIMH MM HEMNpEIHAMEPEHHBIMU JCHCTBHAMH JIHIL,
uvetomumu  noetyn Kk MP MCIIJIH, Bkmouas mnonp3oBaTeneil, peann3ylollHe Yrpo3bl
HenocpeacteeHHo B MCI1/1x;
— YIpO3bl, CBA3aHHbIE C IIPEJHAMEPEHHBIMH HJIM HeNpelHaMepPEeHHbIMH NeHCTBHAMH JIML, He
umeromux gocryna k MCIT/In, peanusyroiue yrposbl M3 BHEWIHHX ceTell cBsasH  obuiero
MOJb30BaHMus W (M) ceTei  MexayHapoaHoro HH(popmauronHoro obmeHa;
—  yrpo3sbl, BOBHHKHOBEHHE KOTOPBIX HAMPAMYIO 3aBHCHT OT CBOHCTB TEXHHKH, UCMOJb3YEMOi
B UCI1/Tx;
—  YTpO3bl, CBA3AHHBIE CO CTHXHIHBIMH MPHPOAHBIMH SBICHHAMH.
Kpome asToro. yrpo3ssl MoryT BO3HHMKaTh B pe3ylbTaTe BHEAPEHHA anmnapaTHbIX 3aKIaloK H
BPEIOHOCHBIX TPOTPAMM.
- Mo Tuny UCII/IH, Ha KoTOpbIE HATIPABJIEHA YIPO3a:
[o crpykrype UCIIJIH, Ha KOTOpBIE HanpasieHa yrposa, HeoOXOIMMO paccMaTpHBaTh
ClIe/IYIOIHME KIacchl yrpos:
- yrpo3sl GesonacHocTH aaHHbIX, oOpabateiBaembix B MCII/IH Ha 6a3ze aBToMaTrH3HpoBaHHBIX
pabo4Hx MecT;
- yrpo3sl  GesomacHocTH — gaHHBIX, oOpabartbiBaembix B MCIIJIH ma 6a3se JOKamBHBIX
HH(POPMAITHOHHBIX CHCTEM.
- Mo cnocoGam peanuzaunuu yrpos
[To criocobam peanuzaliuy yrpo3 BeUIENSIOT ClIeyIOLINE KIaCChl yIrpo3:
- Yrposbl, CBA3aHHBIE ¢ HECAHKUHMOHHPOBAaHHbIM poctynoMm K [IJlu (B TOM umcie yrpo3wl
BHEJPEHHS BPEOHOCHBIX ITPOIPaMM);
- yrpo3bl yreukd [1JIH 1o TexHu4eckuM KaHamam yTeukdn HHbopmauun (TKYHN);
- yrpo3bl crnenHanbHbix so3aedcTsuid Ha UCTI/n.
- Mo Buay wapymaemoro cgoiicta MHGpoOpMAUHH (HECAHKIHOHUPOBAHHBIX ACHCTBHIl,
OCYIIECTBJISIEMBIX € MEPCOHATILHBIMH JTAHHBIMH)
ITo BULY HECaHKIHOHHPOBAHHBIX JIeACTBHIA, 0CYLIECTBJIAEMBIX c
[epPCOHATBHBIMH JaHHBIMHU, MOJKHO BBIIETTHTH CIeAYIOIHI KIacC yrpo3:
- yIpo3bl, MPHBOJMIIME K HapyuieHuo koH(puaexHuuanbuoctd I1JIH (komupoBaHHIO WM
HEeCAHKLIMOHUPOBAHHOMY PacrpOCTPaHEHHIO), MPH pealn3aldd KOTOPBIX HE OCYILIECTBIAETCH
HENocpe/ICTBEHHOTO BO3/IeiiCTBHs Ha colepkanue HHOpMALHH;
- YTpO3bl, MPHBOJALINE K HECAHKLMOHHPOBAHHOMY BO3JICHCTBHIO Ha collepykaHue HHpopMaLuu,
B pe3ylIbTaTe KOTOPOro NPOHCXOIUT H3MEHEHHE JaHHBIX MIIM X YHHUTOKEHHUE;
- VYIrpo3bl, MPHBOJAIIHE K HECAHKIIMOHMPOBAHHOMY BO3JIEHCTBHIO Ha MpOrpamMMHblE HIIH
nporpaMmuo-annaparibie  anementsl  MCIIJIH, B pesynbrarte KOTOPOTO OCYIIECTBISIETCS



GIOKMpPOBAHHE JaHHbIX.

- Tlo HCNOIBL3YEeMOil YH3BHMOCTH BBULENSIOTCS ciieay0OLIHE KAACCHI yrpo3:

- yrposbl, peaiusyembie C MCMOTIB30BAHMEM  YS3BHMOCTH ~CHCTEMHOIO NporpaMMHOro
obecnieuenus (I10);

- Yrpo3sbl, peaiH3yemeie ¢ HCIIONB30BAHAEM  YS3BHMOCTH TPHKIATHOTO [10; - yrpossl,
BOZHMKAIOLIHE B Pe3yjbTate HCMO/b30BaHKMs  YA3BHMOCTH, BBLI3BAHHON HATMYHEM B
MUCII/Is annapaTHO# 3aK/IaiKH;

- yrpo3sl, peamHsyembre € HCTIONB30BAHAEM  yA3BHMOCTell  NPOTOKOIIOB CETEBOro
B3AMMOLEHCTBHS 1 KAHANIOB [epe/iaii JaHHbIX;

- Yrpo3bl, BO3HHKAIOMHE B pe3yAbTaTe HCIIOIB30BaHAs ySA3BUMOCTH, BBI3BAHHOM HEIOCTATKaMH
oprasu3aunn TexHHYEeCKOil 3auuThl HHPOPMALUH OT HecaHKIMOHHPOBAHHOI0 0CTYTIA;

- Yrpo3sl, peanusyeMble c HCIMOJIB30BAHAEM ysI3BHMOCTEii,
0By CTOBIHBAIOLIMX HATHYIHE TexHUYECKHX KAHATOB YTeUKH HH(OpMALiH;

- YTpo3bl, peannsyeMbie ¢ HCIIOb30BAHMEM YS3BMUMOCTEH CPEICTB 3alHTEI uHPOPMALIHH.

- Tlo 06beKTY BO3/AeiiCTBHS BRIAEIAIOTCH cJeyOLIHE KIAcChl yrpos:

- yrpo3bi 6e30MacHoCTH [1/1n, o6pabaTbiBaeMBIX Ha APM;

- yrpo3el 6e30MacHOCTH [1/11. MepeaaBagMbIX 110 CETAM CBAH,

- YrPO3bl IPHKIAAHBIM MPOTPAMMAaM. ¢ MOMOILIBIO KOTOPBIX 00pabaThBaloTea [11n;

- yTpO3bl  CHCTEMHOMY [10. obecneunBatolIEMy (yHKIHOHHPOBAHAE UCITOH.

VII. XapakTepHcTHKA HCTOUHIKOB yrpo3 §e30macHocT nepcoHaIbHBIX T1aHHBIX B
UCcH/au

1. B ornomenun MCIJla wmoryt cylecTBOBATH TpU THIA HCTOUHHKOB YTpo3
Gezonacnocty [1]1n:

1. AHTPOMOTeHHbIE HCTOUHHKH YTPO3 gesomacnoctr T1/1H.
2. TexHOreHHble HCTOUHHKH YI'PO3 Gesonacunocty TTJTH.

3. CruxmitHble HCTOUHMKH Yrpo3 Oe30MacHoCTH Is.

- AHTPONIOTreHHbI¢ HCTOTHUKH yrpo3 GesonacHocTu an

B  KkadecTBe AHTPONOTrEHHOro HCTOUHHKA yrpos s UCII[a HeoOX0AHMO
paccMaTpuBath cybbekta  (TMYHOCTB), MMEIOWero  CAHKLMOHMPOBaHHBIH  HIH
HecaHKIMOHAPOBaHHBIH 10CTYN K pabote co WITATHHIMH cpeCTBaMH WUCTI[lna, nedcTBHA
KOTOPOTO ~ MOFYT ~TpPHBECTH K HapyleHHo  0e30MacHoCTH [IEPCOHANBHBIX  JIAHHBIX.
AHTPOIOreHHbIE HCTOUHNKH yTPO3 1o ornomenuto k UCIn MoryT GBITH KAK BHEIIHUMH, TaK
1 BHYTPEHHUMH

Cpey BHEUIHMX AHTPOMOTCHHBIX HCTOYHHKOB MOKHO BBLICINTE cayyaiiHbIe M
npeHaMepeHHBIE HCTOUHHKH.

Ciyuaittble (HernpeIHAMEPEHHbIC) UCTOUHHKH MOrYT MCIOMB30BATh TAKHE yA3BHMOCTH,
kaK OIMOKH, COBEpIIEHHBIE [PH MpOEKTHPOBAHHH MCII/IH ¥ ee DJICMEHTOB, omubkH B
NpOrpaMMHOM  OBeCredeHHH: pasnuuHOrO  poja cGou M OTKa3sbl, MOBPEK/ICHHI,
[posIBIISEMBIC B WUCTI/la. K TakuMm HCTOUHMKaM MOXHO OTHECTH MepCOHasl MOCTABIIHKOB
pa3sNHYHOTO posid yCiIyr. riepcoHall Haa30pHBIX opranmsaumii M aBapuUHHEX cmykb © T.OL
JleficTBust  (yrpossl), Hexomaume ot JAHHBIX MCTOYHHKOB, COBEpUIAIOTCS MO HE3HAHHIO,
HeBHMMATEILHOCTH HITH XanaTHOCTH, 13 ToGOTBITCTRA, HO 6e3 371010 yMBIC/A.

TpenHavepeHHble  HCTOUHMKH NPOABAAIOTC B KOPBICTHBIX yCTpeMJICHUAX
napymmteneit. OcHOBHAsA NETb TAKMX MCTOUHMKOB — YMBIILICHHAA Je3opranu3arus padoThl,
peiBoz cucteM OpraHu3alldy M3 CTPOA, HekakeHue MH(opMaluy 3a cueT IPOHHKHOBCHHS B
VICT1Jls myTeM HECaHKUMOHHPOBAHHOTO JOCTYTA.

BryTpeHHHMH HCTOUHMKAMH, Kak NpaBuiIo, ABIAIOTCH crelManicTsl B 0671acTH
fporpaMMHOro obecreuenus 1 TexHMUECKHX CpeiCTB, B TOM HHCIE CpEACTB  3aLUThI
uH(OpMALIMH,  MMEIOIILAE BO3MOKHOCTb  MCTIONB30BaHMA  LITATHOTO obopynoBanui  H
NPOrPAMMHO-TEXHUUECKHUX CPE/ICTE MCI/Tn. K TakuM HCTOUHHKAM MOXKHO OTHECTH OCHOBHO#
nepcoHal, npeacTaBuTeNei cnyx0  6e301acHOCTH, BCIIOMOraTeNbHbIH M TEXHHUCCKH



MepcoHall.

Jlna BHYTPEHHMX MCTOYHMKOB Yrpo3 o0coboe MeCTO 3aHMMAlOT Yrpo3bl B BHIE
OWMOOUHBIX JEHCTBMS W (WIM) HapylnleHWH TpeOoBaHMH JKCTITyaTallMOHHOH M HHOM
JOKYMEHTAIMH coTpyHHKamu Yupexaerus, umerommx goctyn k UP UCII/H. K nonobubiM
yrpo3aM, B 4aCTHOCTH, OTHOCATCH:

— HENpeJYMBIIIIEHHOE MCKaKeHHE MM yIAleHHe [POrpaMMHBIX KOMIIOHEHTOB;
— BHEJIPEHHE U HCIIOJIb30BAHHE HEYUTEHHBIX TIPOTPAMM;
— MFHOPMPOBAHWE  OPraHM3alHOHHLIX  OrpaHHYeHMii  (YCTAHOBJEHHBIX TIPABHI) NpH
paGote c pecypcamn MCIIJIH. BKIOYas cpeicTsa 3ammuThi HHpOpMaumi. B 4acTHOCTH:
- HapyIIeHWe MpaBuil XpaHCHWUs WH(OPMAIMH OTPAHMUYEHHOTO IOCTYMA, HCIOJB3YeMOH
pH SKCITyaTaluu CpPeCTB 3aLUThI uHpOpMaMK (K/IHOYEBOH, NapolbHOH H
ayteHTH(HUMPYIOLeil nHGOopMaLiH);
- MpefOCTABJIEHHE  [OCTOPOHHHM  JIMIaM  BO3MOMKHOCTH — JI0CTYnma K CpeacTBaM
samuTel  MHQOpManMK. a4 TaKkkKe K TEXHHYECKHM  H IPOrpaMMHBIM  CPEICTBaM,
crocoOHbIM MOBJHUATE Ha BBITIOJIHEHHE TIPEBABISEMBIX K CPEACTBAM 3alllMThl
unpopMalnuu TpeboBaHHil;
- HacTpoitka M  KOH(MIYpHpOBaHME  CpPEACTB  3amUThl  MH(OPMALMH, & TaKKe
TeXHMYECKUX M [POTPAMMHBIX  CPEICTB, CMOCOOHBIX HOBJMATH HA  BBINONHEHHE
NpeNBABISIEMBIX K CPEACTBAM  3aMIMTHl  MH(popMauuu TpeGoBaHWil, B HapyIIeHHE
HOPMATHBHBIX U TeXHHYECKUX JTOKYMEHTOB;
- HecoobmeHMe o (akrax yTparhl, KOMIPOMETAallMH KIIOYEBOH, MApOJbHOH W
ayTeHTHOUIMpYIOMWE nHdopMauny, a Takke moboi apyro#i HHbOPMALKK OrpPaHHYEHHOrO
JIOCTYTA.

HaubonpIyro ONacHOCTh MPEJICTABNAIOT MPEAHAMEPEHHBIC YTPO3bI, HCXOIALINE KaK
OT BHELIHHX. TAK ¥ OT BHYTPEHHHUX AHTPOMOT€HHBIX HCTOYHHKOB.

Heo6xoaumo paccMaTpuBaTh CAEAYIOLIHE KIACChl TAKHX Yrpos:

- yrpo3bl, CBsi3aHHbIE C [peIHAMEPEHHBIMM JCHCTBMAMM JIHL, HMEIOLUHMH JOCTYN K
WCII/In, Bkmouas nonpsopateneii MCIJIH M MHBIX  COTPYAHHKOB  YUpPEKACHUSA,
peamm3yiommmMu yrposel Henocpeacrsenno B MCIT/IH (BHyTpeHHHiT HapYIIHTENE);
- Yrposbl, CBA3aHHbIC C MpeIHAMEPEHHBIMHM NEHCTBUAMH JIML, He HMEIOLIMMH JOCTYNa K
WCTIlH W pealusylOLIMMH YIpO3bl W3 BHEIIHMX CeTeH CBsA3M OOLIEro MONIB30BAHHS HITH
ceTell MEKAyHAPOAHOrO HH(OPMALMOHHOTO 0OMeHa (BHELIHHH HApyIIHUTEb);
- Yrpo3bl, CBs3aHHBIE C MPEJHAMEPEHHBIMH NEHCTBUSMH JIHI, HE HMMEIOIIHMH J10CTyna K
WCIJIH v peanusyiolimMy yrpossl no TKYH.

- TexnoreHHbie HCTOYHHKH Yrpo3 desomacnoctu [1/In

TexHOreHHBIE HCTOUHHKM YTPO3 HANpPAMYIO 3aBHCAT OT CBOHCTB TexHHMKHU. [laHHbIE
HCTOYHHKH TaKKe MOTYT OBITh KaK BHELIHHMH, TaK H BHYTPEHHHMH.

K BHELIHHM HCTOYHHKAM OTHOCATCA MH(ppacTpykTypHble 3nementsl MCIT/IH: cpeactea
cBi3H  (TenedOHHBIE JIMHMM, JIHHHM [epefad [aHHbIX M T.0L), CETH HHXEHEPHBIX
KOMMYHHKalHit (BojocHaOKeHHE, KAHATM3aUUS, OTOIIEHHE H T1p.).

K BHYTpeHHHM HCTOYHHKAM OTHOCHTCS HEKAueCTBEHHBIC TEXHHUECKHE H IPOrpaMMHbIE
cpencta 006paGoOTKH HH(OPMALHH, BCIOMOTATeLHBIE CPEACTBA (OXPAHbl, CHTHATM3AIMH,
Tene@OHHH),  Apyrue  TEeXHHYECKHe  CpEeJACTBA, NPUMEHAEMBIE B UCII[n, a Takxke
BpeI0HOCHOE TIpOrpavMMHoe ofecrieueHue 1 anmnapaTHble 3aKIaLKy.

AnnapatHas 3aKkjiajKa

AnmnapaTHble 3aKIaJKH MOTYT OBITh KOHCTPYKTHBHO BCTPOGHHBIMH H aBTOHOMHBIMH.
AnnapaTHble 3aKJIaIKH MOTYT PEaTH30BaTh yrpo3sl:
- cBopa u nakonnenus [1]lny o6padarsiBaeMbix 1 XxpanumbiX B MCTIIH;
- hopmuposanus TKYHA.

B cHy OTMEUEHHBIX CBOMCTB ANMNapaTHBIX 3aKNanok 3(QexkTHBHAs 3alldTa OT HHX
MOJKeT ObiTh OOecriedeHa TOJBKO 3a CHUET TIIATENBHOTO ydeTa MX chneudHKd ©
COOTBETCTBYIOLIEH OPraHW3alii TEeXHHYECKOH 3alMThl MHQOPMAMM HA BCEX CTANHAX



skisnenHoro nukaa UCTTTH.

HocuTeb BpelOHOCHOH MpOrpaMMel

B kauecTBe HOCHTENs BPEJOHOCHOH MporpamMmel B WCII/l4 MoXeT BBICTYNATh
anmapaTHblil JNEMEHT CPEICTB BbuMcnTenbHol Texnukn w3 cocrasa WCIla nm 110,
BBINOJHAIONIEE POJTb MPOrPAMMHOTO KOHTEHHEpa.

Ecnu  BpefoHOCHAs NpOrpaMma He acCOUMHMpyeTed ¢ Kakoii-mubo MPHKIaTHOH
MporpaMMoii M3 cocTaBa CHCTEMHOTO MIH obmero 1O MCIIH, B KayecTBe €€ HOCHTEIA
BBLICTYTAOT:

- BHEIIHUI MAlIMHHBIN (0TYyK1aeMblil) HOCHTEIb, T.€. JIMCKeTa, ONTUYECKHH JUCK, nia3epHbIH
JHCK, (dI-TIAMSTS, BHETIHUHA KECTKU JMCK H T.11.;

- BCTPOGHHBlE ~ HOCHTENH  MH(bOPMAlHH (;KeCTKHE  JIMCKM, MHKPOCXEMBI ornepaTuBHOH
NamsTH,  TPOLECCOp,  MHKPOCXEMBI CHCTeMHOH  TUIAThl, MHKPOCXEMbl YCTPOHCTB,
BCTpAMBAEMbIX B CHCTEMHBIH 010K yeTpoiicTBa — BHIEOAIANTEPA, cereBoil  TUIATHL,
YCTpOWCTB BBONA/BBIBOJA H Toate)

- MHKPOCXEMbl ~BHEUIHHX  YCTPOHCTB (MOHWTOpa, KJIABMATYpbl, ~MPHUHTEPA, MIOTTEPA.
cKaHepa H T.IL).

B ToM ciydae, ecid BPeIOHOCHas NpOTpaMMa MOMET 6BITH MPOACCOLMUPOBaHA C
cucremubiM win obmmm 110, ¢ daiinamu pa3nuYHOi CTPYKTYpBl HIH C COOOIIeHHAMH,
Mepe/1aBaeMbIMH 110 CETH, TO €€ HOCHTENEM ABIAIOTCH:

- [AKeTHl [1epe/laBaeMbIX M0 CETH WUCTI/In cooOmeHni;
- (ailzbl (MCIOTHAEMBIC, TEKCTOBBIC, rpapuyecKHe 1 T.1L.).

[lpy BO3HMKHOBEHMH Yrpo3 H3 JAHHOH TpYNibl TOABISETCS MOTEHLUHATBHAA
BOIMOKHOCTb HAPYIIEHHS KOH(HIEHIMAIBHOCTH, LEJOCTHOCTH, JOCTYHOCTH W JPYTHX
XapakTepHUCTHK Oe30MacHOCTH [T1a.

- CTUXHiTHBIE HCTOYHHKH YIpo3 6e30MacHOCTH I An

CTUXHiiHBIE  MCTOYHHKH  Yrpo3  OTJIHHAeTCA GonpIMM  pasHooOpasueM  H
Helpe/IcKa3yeMOCTBIO H SBIIAIOTCS, KAk NPaBrio, BHEMIHHMHM 110 OTHOIICHHIO K Y UPEHKICHHIO.
Mo HUMM, MPEIE BCEro, PACCMATPHBAIOTCS PasIUIHBIC IPUPO/IHBIE KATAKIH3MBIL: NOXKapBI,
jeMJeTpsCceHHs, yparambl, HABOJHEHH. BO3HHKHOBEHHE 3THX HMCTOYHHMKOB  TPYAHO
CIIPOrHO3MpOBaTh M UM TAKEIO NpOTHBOACHCTBOBATh, HO TPH HACTYIICHHH MOOOHbIX
coGpITHil HapyimaeTcs WITaTHOE (YHKUMOHHPOBAHHE camoii UCII/lz u ee CpeNCTB 3alUMTEL
4TO MOTEHUMAIBHO MOKET MpPHUBECTH K HapyLUICHHIO KOH()MIEHHATLHOCTH, 1ETOCTHOCTH,
JOCTYITHOCTH H APYTHX XapaKTepHCTHK 6esonacHoctn T11H.

3ammTa OT Yrpo3, HCXOJALMX OT TEXHOTCHHBIX H CTHXHHHBIX HCTOYHHKOB YTpO3
6e30macHOCTH [1/ln. pernameHTHpPYeTCs MHCTPYKLHAMH, pazpaboTaHHbIMH "
YTBEP/KIACHHBIMH OMEpPaTopoM ¢ yHeToM ocobennocteii sxcrutyarauny UCTIIH.

VIIL. Moae/ib HApYmHTeIs 0€30NACHOCTH NePCOHATBHEIX JAHHBIX
1. AHaTM3 BO3MOYKHOCTEH, KOTOPBIMH MOMET o6nagaTh HapylUIHTelb, MPOBOAUTCH B
paMKax MOJIEe/H HapyIHTEIs.

[1pu paspaboTKe MOJE/IH HapyLIHTEN 3a)MKCHPOBAHBI CIEYIOLUIHE MOMOKEHHS:
. Besonacwocth T1[n B WCIJIn obecneduBactes cpeicTBaMM  3alIATHI nHpopmaluu
UCTI/In, a TakKe HCIONB3YeMbIMA B HUX AHPOPMALHOHHBIMA TEXHOJIOTHAMH, TEXHHUYECKHMH
M NPOrpaMMHBIMH CPEACTBAMH, yIOBNETBOPSIOMIMMH TPEOOBAHUAM 10 3aIATE uHbOpMaLHH,
yCTaHABIMBAEMbIM B COOTBETCTBHH C sakoHoaTenscTBOM Poceniickoil Penepaunn;
- CpencrBa  3aIlMThl undopmaunn  (C3M)  mTaTHO (YHKIHOHHPYHOT COBMECTHO €
TeXHHYECKUMH H [POrPAMMHBIMH CPECTBAMH, KOTOpBIE CTIOCOOHBI MOBIHATE Ha BHITOIHEHHE
MPEIbABISEMBIX K C3U tpeboBanuii;
- C3M me MoryT oO0eCrevHTh 3aluTy [Jla oT HeHCTBUH, BBINONHACMBIX B pamKax
MPeNOCTABICHHBIX CYOBEKTY NeficTBHI MOMHOMOUHIE (HanpuMmep, C3U He moxeT 00ecneuuTh
samury [1JIH OT packpeITHi JIMLAMH, KOTOPBIM NPENIOCTABICHO MPaBO Ha JOCTYH K 3THM
JIAHHBIM).



2 .Onucanue HapyLHTene.
C TOUKM 3peHHs HalHuMs IIpaBa MOCTOSHHOrO WM pasoBOro  A0CTyma B

xoutpomupyemyio 3omy (K3) odbexros pasmemenns MCIIJIn Bee dusmyeckue jima Moryt
GBITH OTHECEHBI K CITeIYIOIIHM [IBYM KATErOPUAM:

- kareropus | — Nu1la, He HMEIONINE NpaBa 10CTyIIa B KOHTPOJIUPYEMYIO 30HY WCTIdH;

- kareropus Il — nuLa, UMEIOUIME TIPABO J0CTYNA B KOHTPOIMPYEMYIO 30HY NCT1H.

Bce noTeHLMANbHBIE HAPYUITUTEIH 10Apa3/IeA0Tea Ha:

- BHEIIHHX HapyLIHTeNe, OCYIIECTBIAIOMIHX aTak{
kouTpoaupyemoii s3oupr UCILIH;

- BHYTPEHHHX  HapylIuTeseil,  OCYIUECTBIIAIOUMX  aTak, — HaXOmACh
KOHTpOIHpyeMoii 30Hb1 UC T1/Tx.

B kauecTBe BHEIUHEr0  HApyIIMTeNs KPOME ML KaTeropuu | JOMmKHbI

paccMaTpuBaTheA Takoke Hia kateropun LI, Haxoasinecs 3a npeaeaamMu K3.

B otnomenuu MCIIJIH B KayecTBe BHEUIHErO HAPYIUMTECISAMH K3 YHCIA JIMIL KaTeropHH I

MOTYT BBICTYNIATh:
- OBIBIIME COTPYAHUKH YUPEKACHNU!
- IOCTOPOHHME NHLA, MBITAIOUHECS TOTYYHTh A0CTYN K [1/IH B MHHUHMATHBHOM MOPAIKE;
- NPE/ICTABUTEHN MPECTYIHBIX OPraHu3alHil.

Bremnuil HapyIHTeb MOKET OCYLIECTBISTE!
- mepexBaT 00pabaTbiBaEMbIX TEXHHYECKHMH CPEACTBAMH WCIIa I1JH 3a cyeT HX YTEYKH
nmo TKYHM ¢ wuCnons30BaHMEM [OPTATHBHBIX, BO3HMBIX, HOCHMBIX, 4 TaKXie aBTOHOMHBIX
ABTOMATHUECKHX CPEJICTB Pa3Be/lku CepuitHO# paspaboTKH;
- IecTpyKTHBHBIE BO3NEHCTBHS Yepe3 JIEMEHTRI nudopmannonnoit uadpactpykryper MCIIH,
KOTOpBIE B MpOLECCe CBOETO JKH3HEHHOTO IHKIA (MOAEPHH3ALHS, CONPOBOKICHHE, PEMOHT,
YTHIIH3AL1HS) OKa3bIBAIOTCSA 32 MPEe/laMH K3:
-  HeCaHKIMOHMPOBAHHBIA HOCTYN K MHQOpMAUMH C HMCHOJB30BAHHEM  CHCUHATLHBIX
[POrpaMMHBIX BO3/CHCTBHH [OCPEICTBOM [POrpaMMBl BHPYCOB, BPEIOHOCHBIX MPOrpaM,
AITOPUTMHYECKHX HITH POTPAMMHBIX 3aK/aN10K;
- mepexsaT HHGOPMALIHH, NEpPelaBacMoH Mo CETAM CBSA3H o011ero moJabL30BaHHA MM KaHalam
CBA3M, HE 3alIMIIEHHBIM OT HECAHKIIHOHHPOBAHHOrO 10CTYyMa (HCHI) x uHboOpMaluu

u3-3a Tnpeaenos

B TIpeienax

OpPraHM3alHOHHO- TEXHHYECKHMI MePaMH;
- ataku Ha UCTIJ/IH nyTem pean3alny yrpos yAaJeHHoro A0CTyna.

BuyTtpeHHnii Hapyumtenb (nuua kareropun II) monpasnenseTcs Ha BOCEMDb IpyIi B
JaBHCHMOCTH OT C1oco0a M TOJHOMOYHH J0CTyma K HH(popmanuoHHeM pecypcam (MP)
UCTIIx.

-K mepBoii rpynme OTHOCATCS —COTPYAHMKM ~YUPEKIEHWHA, HE ABIAIOLIACCH
3aperHCTPHPOBAHHBIMH [OJTH30BATENSIMH M HE JIONYIIEHHBIC K WP WUCII/IH, HO HMEOLIHEe

CaHKIMOHHpPOBaHHBIA nocTyn B K3.

JInM1o maHHOM TPYILIbI MOKET:

- pacrojiaraTh MMEHAMH M BECTH BbIABJIEHHE Maponeif 3aperucTpHPOBAHHLIN nosib30BaTenei
WUCTIn:

- M3MEHATh KOHMHIYPALMIO TEXHHUECKHX CpeicTB 0OpaboTkH I1JIH, BHOCHTB NPOrpamMMHO-
anmapatibie 3akiaaku B [ITC MCIJla u obecneunBaTh CheM uHPOPMAITUH,  HCIIONB3YA
HEMOCPeICTREHHOE MOIK/IIOUeHHE K TeXHHYECKHM CPe/ICTBAM oGpaboTkn HHPOPMALIHH.

- Ko BTOpoii Trpynme OTHOCHTCS 3apErHCTPHPOBAHHBIC  MOJB30BATEIH UCTIH,
OCYLIECTBSFOLLNE OFPaHHYCHHBIH 10CTYN K WP HUCI1/In ¢ pabouero mecta. K 2Toil kaTeropuu
OTHOCATCS COTPYAHHKH YUPEKIEHHs, MMEHLIHEe MPaBo [0CTyma K JIOKaJIbHEIM WP UCIT/In
71151 BBIMOJIHEHHS CBOMX ZI0JKHOCTHBIX 00sA3aHHOCTEi!.

Jlnno nanuoi rpynmer *
- 0BamaeT BCeMH BO3MOMKHOCTSIMH JTHIL TIEPBOi KaTerOphH;
- 3HaeT, N0 MeHbIIel Mepe, 0JIHO JIeTabHOe UM J0CTYTIa;
. o6nazaeT BCeMM HEOOXOAMMBIMH aTpHOyTamu (HampuMep, napoieMm), obecrneunBaoIuM



« noctyn k UP UCI1/In;
- pacnionaraet [1J[H, K KOTOPBIM HMEET A0CTYTL.

- K TperTeit rpynme OTHOCATCA 3aPerMCTPHPOBAHHbBIE MOIB30BATE/H MOACHCTEM

WUCTI/{H, OCYLIECTBIAAIONHE YHANEHHBIA [A0CTYN K [1/la 1mo IOKajibHOH ceTu

YupexaeHus,

JIuuo naHHO# rpynnbL:

- obnazaeT BCeMH BO3MOIKHOCTSAMH JIMIl BTOPOH KaTeropuu;

- pacnionaraet HH(oOpMaLHeil O TOMOJOrHH CeTH UCIIIn © cocTaBe TEXHHYECKHX
cpeacts UCT1/In;

-MMeeT BO3MOKHOCTH MPSMOTO ((U3MYECKOTO) NOCTYHA K OTACIbHBIM TEXHHHECKHM
cpeacteam (TC) UCT1/TH.

- K uerBeproit rpylne OTHOCSTCA 3aperHCTPHPOBAHHBIE T0JIB30BATEIN WCIIIH ¢

nonHOMOuHsME aaMuEMcTpaTopa Gesomachoctd MCTI/IH.

JIMuo JaHHOH rpyNIbL:

- obnagaer nonHoi  MHpoOpManmueil O  CHCTEMHOM H  NPHKIAJHOM NPOrpaMMHOM
obecneven i, neronpzyemom B cermente MUCTLIIR:

- obnazaeT NOJIHOH  MH(pOpManHed 0  TEXHHYECKHX  CpeAcTBax H KoH(HTrypaLnH
cermenta UCI1/IH;

- MMeeT NOCTYN K CPEICTBAM 3alliThl MHGOPMAIMH M MPOTOKOJIMPOBAHHA, a TAKKE K
OTAENBHBIM 31EMEHTAM, HCIOIb3YEMbIM B CETMEHTE UCI1OH;

- HMEeT JI0CTYIl KO BCeM TeXHHUYECKHM CPe/ICTBAM CErMEHTa WCTIx;

- obnazaeT mnpaBaMH KOH(GMIYPHPOBAHHS M AIMMHHCTPATUBHOH HACTPOHKH HEKOTOPOro
MOIMHOKECTBA TEXHHUYECKHX CPEICTB CETMEHTA HUCTIIH.

-K  mstoit  rpynme  OTHOCATCA  3apErMCTPHPOBAHHBIE  MONB30BATEIM €
OTHOMOYHMSMH  CHCTEMHOrO aIMHHHCTPAaTOpd, BBINOJIHAIOLIETO KOH(HIypHPOBaHHE H
yIpaBleHne MPOrpaMMHbIM —ofecrieyeHHeM U ofopynoBanueM, BKmouas 000pyJOBaHHE,
OTBeualolIee 32 BGE30NACHOCTh 3alMINaeMOro 00beKTa: CpeiCTBA MOHMTOPHMHIA, PE3CPBHOIO
KOIIMPOBAHHS, AHTHBHPYCHOTO KOHTPOIS, 3aLUHTEI OT HECAHKLUHOHMPOBAHHOIO 0CTYTIA.

JIuio naHHOM rpynmnbl:

- obnamaeT nonHoii  MH(OpPMAaLHed O CHCTEMHOM, CIELHATbHOM —H MPHKIAIHOM 1o,
ucnonszyemoM B UCTT/IH:

- o6nanaet nosHoit uadopmauueit o TC u kondurypamuu HCITH

- umeet poctyn ko Bcem TC MCIIJIH n naHHBIM;

- obnagaer npaBaMH KOH(HTYpHpOBaHHSA H agvunncrpatusHoii nacrpoiiku TC UCTI/H.

-K mecroif rpynme OTHOCATCS 3aperdMCTPHPOBAHHBIE  MOJIL30BATEN UCIIIH ¢
[IOJIHOMOYHAMH aIMHHHACTpaTopa Ge30nacHoCTH YUPEKASHH s, OTBEUAIOLIEro 34 coOmoaeHHe
NpaBu PasrPaHMucHHs JOCTYNa, 3a TEHEPALMIO KILOUEBLIX SMEMEHTOB, CcMeHy mnapoieH,
KpHNTOrpaduyueckyio 3alUTy HH(POpPMAUHH. AIMHHHCTPATOp 6e30MacHOCTH OCYILIECTBIIAET
ayJIUT Tex JKe CPe/ICTB 3aLIHTHI O0BEKTa, UTO H CHCTEMHbIH aJIMHHHCTPATOP.

JInuo gaHHO# rpymmnbl:

- obnanaer nonuoi undopmauneii 06 UCTIJIH:

- WMeeT JOCTYN K CpeicTBaM 3allMThl WH(OPMAUMH M MPOTOKOTHPOBAHHA M K HaCTH
kmodesblx aemenToB MCTTIH:

- He MMeeT IpaB JI0CTYNa K KOHOHTYPHPOBAHHMIO TEXHUUECKHX CPE/ICTB CETH 38 HCKITIOUeHHEM
KOHTPOJIBHEIX (HHCTIEKITHOHHBIX).

- K censmoil  rpynme  OTHOCATCS — JMua M3 4uCIa  MPOTPAMMHCTOB -
pa3spaGOTYMKOB CTOPOHHEH OpraHW3auuH, SBIAIOUMXCA MOCTABLUIMKAMH [0 u nuua,
0Becre MBaOIINE IO COMPOBOM/IEHHE Ha 00BEKTE PasMEILCHH UCTI1H.

JIuio AaHHON TPYIIThI: ‘

- obnanaet uHpopMarneil 00 AITOpPHTMAax U nporpamMmax o6paborku nuopmarmu B UCTT/IH;

. o0namaeT BO3MONKHOCTSIMH BHECEHHs OIIHOOK, HEICKIapHpOBaHHBIX BO3MOKHOCTEH,
NPOTPaMMHBIX 3aKNaJ0K, BPEIOHOCHBIX MPOrpamMM B [10 UCII/Ix Ha cTaguu ero paspaboTku,






BHEJPEHHA H COMPOBOXKICHHS;
- MOKeT pacrionarate 100bMH (parmentamu uadopmaunt o TC o6paGoTkn W 3aumuTh!
undopmaunu 8 UCIT/In.

- K BoceMOI rpyrine oTHOCATCS MepcoHal, obenyskupatromuii TC ICTT/Tn, a Takoke Iuna,
ofecrieunBalolIHe NOCTABKY, CONPOBOKACHHE U peMoHT TC UCTTdn.
Jluto nauHo# rpynmnsr:
- o0jianaeT BO3MOMKHOCTAMH BHeceHus 3aknanok B TC WCII/H wa crazum ux pa3paboTKHu,
BHEJIPEHHUS U COMPOBOKIEHHUS;
- MOker  pacronarath  (parMeHTamMu  uHOpManmM o  Tomonormd  MCITIm,
aBTOMAaTH3MPOBAHHBIX PabOYMX MecTax, cepBepax M KOMMYHHKALHOHHOM obopynoBanuu, a
takke 0 TC sammTer nudopmanuu 8 UCIIJIA.
3. Tlpeanonoxenus o BOIMOKHOCTAX HAPYIIHTETS,

Hnst mosyuenus ucxoaHelx nawHeix o UCI/In Hapywutens (kak | kateropum, Tak u
Il kateropum) MONKeT OCYILECTBISTE nepexsar 3awn@poBaHHON HHPOPMALHH M HHBIX
AQHHBIX, NEPENaBACMBIX MO KAHAIAM CBS3H CeTAM OOIIEro MNOb30BaHMA M (HIH)  CceTaM
MEAIYHAPOJHOTO  MH()OPMALMOHHOTO  0OMEHa, a  TaKkke MO JOKAIBHBIM CeTsM
WUCITOn.

JlroBoit  BHYTpEHHHIT HapylIMTENh MOKET HMETb (u3uuecKkuit g0CTYN K THHHSM
CBA3H, CHCTEMaM 2JIEKTPONNUTAHHS M 3a3eMIIeHHS.

[peanonaraercsi, uT0 BO3MOKHOCTH BHYTPEHHEro HapYIIATENIs CyHIECTBEHHBIM
00pas’oM 3aBUCAT OT 1eHCTBYIOUMX B MPeeax KOHTPOIHPYEMOH 30HbI 0GBEKTOB pasMeneH s
UCTI/ln  orpannunTensHBIX  (akTopos, u3 KOTOPBIX OCHOBHBIMH fABJIIOTCH PEHMHMHBIE
MEPONPHATHS H OPraHH3aLHOHHO-TEXHHYECKHE MEPEI, HANPaBJICHHbIE Ha:

- IPEAOTBPAIICHHE U MMPeceYeHHe HECAHKIIMOHUPOBAHHBIX JIeHCTBHI;

- IOA00P M PACCTAHOBKY KajpOB;

- IONyCK (PH3MYECKHMX JHLL B KOHTPOIHPYEMYIO 30HY H K CPeJICTBA BEIMHCTHTETBHOI TEXHHKH;
- KOHTPOJIb 33 NOPSIKOM MPOBE/ICHHs paboT.

B cumy 5TOoro BHYTpeHHWIl HapyWIMTENE He HMEET BO3MOYHOCTH HOJTy4eHHsA
crneunaneHbIX 3Hanunit o MCI1/IH B o6beme, HeoGX0oMMMOM J11s PELIEHHS BONMPOCOB CO3/aHHA H
npeononeHua cpeacts 3awuTel [1JIH, M HCKITIOYAETCsl €ro BO3MOKHOCTH MO CO3AAHHIO
TIPHMEHEHHIO CreLHATBLHBIX MPOrpaMMHO-TEXHHYECKHX CpezcTB peaiu3auuu
Le/ICHANPABICHHBIX BO3ICHCTBHI N1AHHOTO HApPYUIMTEIA HA MOJIJEKANIHE 3ALIHTe 0OBEKTH H
OH MOMET OCYILECTB/IAT NOMBITKH HECAHKUHOHMPOBAHHOTO focTyna K UP ¢ ucnons3osannem
TOJIBLKO  INTATHBIX —NPOrpaMMHO-TeXHHYeckuX cpeacts MCIIJIH  Ge3 HapymeHms ux
LI€JIOCTHOCTH.

Bo3smomHOCTE  crosopa  BHYTpeHHHX HapymuTened  Mexay coboif, crosopa
BHYTPEHHEr0 HAPYIIHTC/IS C NEPCOHANOM Opraxu3auuii-paspaboTunkos noxcucrem MCII/IH, a
TAKXKE CroBopa BHYTPEHHEr0 M BHEUIHErO HapyLIHTeslel [JoMKHA ObITh MCKIIOYEHa
[IPUMEHCHHEM OPraHH3alHOHHO-TEXHHYECKHX M KaJPOBO-PEXKHMHBIX Mep, NeHCTBYIOMINX Ha
obbektax pasmemenus UCI1/Ix.

4. Tlpeanonosxenus 06 HMEIOUMXCS y HAPYIIHTENA Cpe/icTBax aTak

[pennonaraercs, 4To0 HapyWHTENs HMEeT Bce HEOGXOAMMBIE [T IIPOBEAEHNAS aTaK Mo
JIOCTYMHBIM EMY KaHAllaM aTak CpecTBa.

Brewnuii napymmtens (nuua kareropmm [, a Takke nmna kareropun Il npm
HaxOMIeHHH 3a npezenamu K3) MoKeT HCnosnb3oBaTh ClelylowlMe cpeacTBa A0CTYMa
K 3aiiuiaeMoi HH(popMaruu:

- AocTynHble B CBOGOAHOMH I1poake annaparHble CpeacTBa u nporpaMMHoe ofecrneueHte, B ToM
HHCTIC NPOrpaMMHBIE H aMMapaTHble KOMIIOHEHTHI KPHIITOCPEICTB;

- CIEUHATLHO pa3spaboTaHHble TEXHHYECKHE CPEICTBA M IIPOrPaMMHEOE 00eCeueH e;

- CpeACcTBA Nepexsara i aHaan3a HH(OPMALHOHHBIX IOTOKOB B KAHATAX CBSI3H;

- CHELUABHBIE TEXHHYECKHE CPe/ICTBA nepexBara nHdopmanuu no TKYU;

- wrarHeie cpeactsa MCII/IH (Tonbko B clyyae HX pPACHONOKEHHS 3a Ipeseamu K3).



BHyTpeHHH Hapy[HTENb Ui J0CTyNa K samumiaemMoii uH(GOpMaLHH, cosieprKaleH
[1J[1, MOYKET HCIOJIL30BaTh TOMBKO mrarasie cpencrsa VMCIIH. ITpu 3TOM €ro BO3MOKHOCTH
HO HCIONb3OBAHMIO IUTATHBIX ~CPENCTB  3aBHCAT  OT pealrH30BaHHBIX B UCTIIn

OpraHM3aLMOHHO-TEXHHUECKHX 1 pEeRMMHBIX MEP.
5. OnucaHue KaHaloB aTak.

Bo3MOKHBIMH  KaHalnaMy atak, KOTOpbIE MOMKET HMCIOJB30BaTh HapyUWHTEIb ans

J0CTYTA K 3alIHIIaeMOH uHpOpMaLKH B UCTI/H, sBasioTCS:

- KaHabl HENOCPEICTBEHHOrO NOCTYMa K 00BEKTY (BU3yalbHO-ONTHUECKHH, AKyCTHYECKHI,

duzauecKuit);

- 3JEeKTPOHHBIC HOCHUTEH H%iCbOPMaLlHH, B TOM YHCIE CBEMHBIE, cJAaHHble B PEMOHT H

BBIIEAIINE U3 YTOTpeOIeHHS;
- GyMasKHBIE HOCHTE/IH uH(pOpMAaIHH;
- [ITATHBIE TIPOTPAMMHO-AIIAPaTHRIE CPECTBA WUCTIAn;

- kabenbHble CHCTEMbl W KOMMYTALMOHHOE o6opyaoBaHKe, PAcTONOKEHHbIE B NpPEaeax
KOHTPOIMpYEMOii 30HbI H HE 3alIMIICHHBIC OT HCJl k wuudopMauuH OpraHA3alHOHHO-

TeXHHUECKMMH MEPaMH;
- mesammmenHble Kanast cBsa3n; TKYH.
6. Tun HApYIIUTEs npu UCIIOB30BaHHH
KpUNTOrpaguyecKux CPeaCcTs 3alnTLL nrpopMalru

B UCTI1T1

[lpn obOmeHe uHdOpMaLMed  MEKIY WUCII/lH ¥ BHEWIHHMH 10 OTHOLICHHIO K
MpeNPUATAIO  HHPOPMALMOHHBIMH cHcTeMaMH  HEOOXOIMMO — HMCTOJb30BaHHE  CPEACTR

KpUnTOrpaGuuecKoi 3anThl nudopmauny (CK3H).

VYposeHb kpuntorpaduIecKol  3alUThL MepCOHATBHBIX  JaHHBIX, ofecreunBaeMoit
CK3U, ompenensercs [MyTeM OTHECCHHUA HApyLUHTENs, ACHCTBHAM KOTOpOro AOJKHO
nporusoctosth CK3M. K KOHKPETHOMY Tumy, 1 Oasupyercs Ha MOAXOAAX, ONMCAHHBIX B
«MeToaM4YecKHMH ~ peKOMEHalHAMH 110 ofecneueHHi0 €  TIOMOIUBIO  KPHITOCPEACTB
6e30MacHOCTH MEepCOHATBHBIX JAHHbBIX TMPH HX obpaborke B MHPOPMALMOHHBIX CHCTEMAX

l'leCOHaJ'lebl'X JAaHHBIX C UCTIOTb30BaHUEM CPEACTB apToOMaTH3alHuH».

Tun HapyLIuTe s 1 Kiace CK3U n0mKeH onpeaesTsesa B COOTBETCTBHM € tabnuuei

Ta6mmna — CoOTBETCTBHE THIIOB HAPYLIHTEA U kracca CK3U

[pynna BHYTPEHHEro HapynTess Tun HapymuTes Kaace CK3H
['pynna 1 H2 KC2
I'pymma 2 H3 KC3
['pynma 3 H3 KC3
['pynmna 4 H3 KC3
I'pynna 5 H3 KC3
Ipyuna 6 H3 KC3

H5 KB2
H4 KBI

BuewHnil HApyIIMTelb OTHOCHTCA K THILY H1. Ilpu oTOM, €C/IH OH obnanaet

BO3MOKHOCTAMH no CO31aHHIO cnoco0oB H MOArOTOBKH

COOTBETCTBYIOLIMM BO3MOKHOCTAM BHYTPEHHETO HapylIUTeNs THMA
BO3MOKHOCTEH, MPEIOCTABIACMBIX NIPEOBIBAHAEM B MOMEHT aTaku B KOH
TOT HApyLIHTENb TaKKe GyjeT 0003HAATLCH KAK napyumtens Tina Hi.

aTaKk, AaHaIOTHYHBIMH
Hi (32 HCKIIOYCHHEM
TpoMpyeMOit 30HE), TO



IX. AKTyasibHbie  Yrpo3bl 0€30NaCHOCTH MEpPCOHAJbHBIX [JAHHBIX B
HH(POPMALHOHHBIX CHCTEMAX NEPCOHATLHBIX JAHHBIX
Jlna BBISABICHMS W3 Beero nepeuss yrpo3 Oesomacuoctd IIJ[H axTyasibHbIX s
HUCTI/I1 onieHMBAOTCS J1BA [OKA3aTeNs:

- ypoBeHb HexoaHoi 3awmmennoctd UCITIH;

- yacToTa (BEpPOSITHOCTS) pealu3allui paccMaTpUBaeMOi yrpo3bl.

2. VpoBeHb HCXOAHOH 3alUIIEHHOCTH HHOOPMAIMOHHONW CHCTEMbI IEPCOHAIBHBIX
JIAHHBIX

[Ton yposHem wucxoanoi 3sammmenHoct MCII[IH  noHumaercs 0600IIEHHBIH
[OKa3aTellb, 3ABUCALIMA OT TEXHHYECKHX H OIKCIUTyaTalHOHHBIX Xapaktepuctuk MCI1a.
Tlepeyerp TaHHBIX XapaKTEPHCTHK M Mokasatesu saumumernoctn UCTI/In, 3aBucsInye OT HHX,
nokasaHbl B Tabiuie.

3. [Mokazarenu, OTHOCAITHECA K Y YPEKIEHUIO BbIIEIEHB] JKHPHBIM KYPCHBOM.

Jlns onpenenenus wuexoaHoi sawmmumenHoctd HCTIIn  nomxao ObITH  paccynTaHo
MPOLEHTHOE COOTHOLIEHHE KajkOTO YPOBHA 3aIHIIEHHOCTH KO BCEM XapaKTepHCTHKaM,
umeroumm mecto ans MCIT/n.

Tabnuua 9.1 — INMokaszarenu vexoaHo# samumertoctd MCIT I

Yposennb

Texuuveckne n ykenayaraunonnsie xapakrepucrukn HCIAn

Bouicokuii
Cpeanmii

Huzkwii

-

Tlo TeppHTOPHAILHOMY pa3MeIleHHI0 ¥

]

pacrnpenenennas VICTI/IH, koTopas OXBaTHIBAET HECKOIBKO o6nacrep[
KpaeB, OKPYrOB WJIH FOCYAAPCTBO B LEJ0M

ropoackas MCII[Iu, oxpareiBarolas He Ooliee OJHOTO HACENEHHOTO
NnyHKTa (ropoja, nocenika)

koprnopatieHas pacnpeneneHHas MCIIJInH, oxsarbiBaiolas MHOTHe
noapasaeineHus OLlHOf:l OpraHu3anmnu

nokanbhas  (kamnycunast) MCIIJIn, passepHyTas B mnpeaenax
HECKOJIBKHX  OJM3KO pacnosoKeHHbIX 31aHHH

Hokanvnas HCI/[H, pazeepryman ¢ npedenax 001020 30aHuA

IMo HaAU4YHIO COETHHEHHSI ¢ CeTAMH 0011ero NoabL30BAHUN

WMCITJIH, Meroiias MHOTOTOYEYHBIH BHIXOJ B CeTh 001Ero nojb30BaHUs

WCITJIH, uMeromas 01HOTOYeYHbIH BBIXOJ B CETh OOLIEr0 NOIb30BaHHS

WCII/IH, pu3nyeckn OTje1eHHas OT CeTH OOIIEro MoJb30BaHUA

o BCTPOEHHBIM (J1EralbHBIM) Onepauusam ¢ 3anucavu 6a3 I/Ix

YTEHHE, MMOUCK

3ANUCD, yOaIeHue, COPMUPOSKa

Moau(HKaLus, nepejiaya

PN

Ilo paarpahnqeﬂnm J0CTYIIA K NepCOHAJNbHbIM TaHHBIM




HCIIdH, K Komopoi_umeem _0ocnyn onpedeiennblii_HepeyeHs
COMpYOHUKOE Op2aHU3aAUUL, AGNAIOULEICA 6]1A0C/1bUEM HCIIIH, rubo

cyovexm I/l

MUCI1/1H, K KOTOpOH MMEIT N0CTYIl BCC COTPYAHHKH OPraHH3aLHH,
SBISIOMICHCS BIa/IENbIEM

MCT1JIa ¢ OTKPBITBIM JOCTYIIOM

Mo na nunio coeanHeHnii ¢ Apyruvn basamu T1s uasix UCTIAH

Wurerpuposatas UCTIJIH (opranu3atis ucrnons3yer Heckoabko 6as I11H
WCTI/IH, npy 3TOM Opranu3aiins He sBisieTca BJazieliblieM BCEX
ucnonb3yemeix 6a3 [1/1x)

MUCIIJH, B KOTOPOH HCIOMB3YETCs OIHA faza [1/Ia, mpuHaMIEKaLIAL
OpraHu3aluy —BIAEbLLY nansoit UCTITH

Ilo ypoBHI0 06006 menHus (o6esmunsanusn) [1/1n .

UCTIJIH, B KOTOPO# MpeloCTaBIseMbIe [MONB30BATENO JaHHbIE SBISIOTCA
obesTMYeHHBIMH (Ha YPOBHE OpraHu3alui, 0Tpacit, 061aCTH, PerHoHa H T.11.)

WUCIIJIH, B KOTOPO# JTaHHBIE 06e3MIHBAIOTCA TOJIBKO TIPH Nepesiaie B PYTHe
opraHu3aliy 1 He 00e3/IHICHDI IPH NpenoCTaBIeHHH NONL30BATENIO B
OpraHu3alun

HCIIn, 8 Komopoii npedocmasiiemble noab308aMeENI0 OQHHbIE HE
aenAlomca 00e3uHeHHbIMU

(m.e. npucymchegyent MH!QGEM&H!U!, nO3601A10ULAA qunmunguQaeamb

Tlo o6nemy I1J[H, KOTOPBIE MPEIOCTABISIOTCS CTOPOHHHM
noassosatensm UCI/1a Ges

WCTIJIH, npeaocTasiisiomas BCio 6asy nansbx ¢ [1IH

HCIIn, npedocmasaouan Hacms IIn

WCI1/In, He npeocTaBsone HUKaKO# MH(pOpMALHH

Konuuecmeso pewieHun 1 1

Obuiee KOUUECMBO Pewien i

1 [purnMaeTcs, 9To MCI1/ls nMeeT BHICOKHH YPOBEHD MCXOJHOHN 3alIHLIEHHOCTH,
eci He MeHee 70% XapakTepUCTHK UCII/I# cOOTBETCTBYIOT yPOBHIO «BBICOKHII», 8 OCTANbHbBIC
YPOBHIO «CPEeTHHH.

B ciyuae, eciiv He MEHES 70% xapaktepuctik HCI1/ls 0THOCHTCR K YPOBHIO

«He HWXKe CpelHero», a OCTambHBIE K YPOBHIO ~«HH3KHI», TO HMCXOIHAA
sanmmennocts UCI1/In Oynet cpeaHero YPOBHSL.

Bo Beex octanbHbix caydasx UC [1JIn Gynet MMeTh HU3KHH yPOBEHD 3alMUIIEHHOCTH.

Mcxons M3 KpHTEHEB ONEHKH, JenaeM BBIBOL, HTO WUCIJn YupexneHus HMEET
cpeaHuii ypoBeHb 3allHLUICHHOCTH.
5. OnpenesieHne aKTyanbHRIX Yrpo3 Ge30MacHOCTH EPCOHANTBHBIX JaHHBIX.

Jlns OLEHKH YPOBHA HCXOIHOI 3alIMIICHHOCTH BBOAUTCA KO3(QUIMEHT HCXOAHOH
saummenHocti Y 1, KOTOPBIHA MOXKET NPHHAMATE 3HAUEHMS!

0 — 1151 BBICOKOH CTENneHH UCXO/IHOH 3alHIIEHHOCTH

5 — juisi cpesiHedt cTeneHu HCXOHO# 3alLMIIEHHOCTH,



10 — 7171 HU3KO# CTENEeHH HCXOAHOH 3aIlHIICHHOCTH.

CreylolnM  MapamMeTpoM, HeoOXOIMMBIM A ONPEACICHHA aKTYaNbHOCTH  YTPO3
GesomachoeTd [1J[H. sBnsiercs wactora  (WiH BEPOSTHOCTb) peaTH3alliH yrpo3sbl, MOl
KOTOPOil TOHUMAETCs ONPEENEHHbIA IKCHEPTHBIM MyTEM [OKa3aTeilb. XapakTepH3yHOLIHH
BEPOSTHOCTh PEATH3ALMH KOHKPETHOH yrpo3bl Gesonachoctn [1JIn o UCTIJIH B peanbHbIX
yenopusx  ee  (hyHKUHOHHPOBAHHSL. BpoauTcs ueThIpe 3HAUEHMs ITOr0  TMOKazares,
0603HauaeMoro kaxk Y2:

MAJIOBEPOSTHO — OTCYTCTBYHOT OOBEKTHBHbIE NMPEANOCHLITKM 1A OCYIIECTBEHHA YIPO3bI
(HampiMep, yrpo3a XHIIeHH: HOCHTE/eH pHQOPMAIIMK JTHIIAMH, HE MMEIOLIMMH JIEraibHOro
JOCTYIIA B MOMEIIEHHE, T/1¢ TOCNEIHIe XPAHATCA);

HM3Kas BEPOATHOCTh — OOBEKTHBHBIE MPEANOCHUIKH U pealH3allii YIpO3bl
CYLIECTBYIOT, HO MPHHATBIE MEPbl CYIIECTBEHHO 3aTPYHAIOT €¢ peamusaumio (HampuMep,
HCTIONL30BAHB] COOTBETCTBYIOLINE CPECTBA 3AIHTEl HH(OPMALIHA);

cpeamsis BEpOATHOCTh — OObEKTHBHBIC MPEJMOCHUIKH AU peann3aliy  yrpo3bl
CYIIECTBYIOT, HO TIPHHSATBIE MEPbI 00eCNeUCHIA BezonacuHoctu [1]IH HeOCTATOUHEI,

BHICOKAA BEPOSTHOCTE — OOBEKTHBHBIE MPEINOCHUIKH i pealH3alin yrpo3bl
CYLLECTBYIOT H MepbI 10 00eCTeYeH IO 0e30MacHOCTH [1/In He TPUHATEL

JlaHHBI MOKa3aTeNlb NPHHAMAET CIEAYIOMIHE 3HAYCHHS:

0 — Ans MaJ0BEPOATHOH yrpo3bl;

2 — 18 HU3KOI BepOSTHOCTH YTpO3bl;

5 — n1a cpe/teil BEpOATHOCTH yrpo3sl

10 — 1715t BEICOKO# BEPOATHOCTH YIPO3BI.

Wcnonp3ysl 3HaueHHs [PUBEJCHHBIX BBILIE mokaszateneit Y1 w Y2, BblUMCIAeTCH
KOI(PQUITHEHT peann3yeMOoCTH YIpOo3bl Y, onpesieisiemMblii COOTHOLIEHHEM Y = (Y1+Y2)/20.

B 3aBHCHMOCTH OT CBOETO 3HAUEHUs ITOT KOdPQUUMEHT IPHHHUMALT 3HAUCHHS:

0 <Y <0,3 — peani3yeMocTb yrpo3bl NIpH3HACTCA HHU3KOH;

0,3 <Y <0.,6 — peanmu3yeMOCTb YTPO3bl IPH3HACTCA cpenHeii,

0.6 <Y < 0.8 — peamn3yemMoCcTs YIpO3bl IPH3HACTCS BHICOKOMH;

Y > 0,8 — peayn3yeMOCTh YTPO3bl IPH3HACTCS O4CHB BBICOKOH.

Jlanee paercst OLUEHKA OMACHOCTH xaxcaoit yrposst [TIn s MUCTIJu. [lanHas oueHKa
HOCHT JKCIIepTHBIH XapaKTep H MOJyqaeTcsl MyTEM ONpOCca SKCNEPTOB B obacTi Oe3onacHOCTH
undopmaruy. JlaHHas OlleHKa HMEeeT TPH 3HAUCHHA:

HH3Kas ONACHOCTH — C/H PEATu3alis yTPo3bl MOKET MPHBECTH K HE3HAUMTEIBHBIM
HeraTHBHBIM TOC/eAcTBUAM st cyOnektos T1]1H;

Ccpefss OMACHOCTh — €CIH peau3allid yrpo3bl MOKET MPUBECTH K HEraTHBHbLIM
nocneacTBrAM s cyobekTos T1/1H;

BBICOKA OMACHOCT — €CJIH PeanH3alidsi Yrpo3bl MOXET NPUBECTH K 3HAYHTENBHBIM
HeraTHBHBIM MocneacTBuaM s cyonextos [11IH.

[Mocie mpocuera BCeX ToKasaTelneil MPOHIBOAMTCA OLCHKA AKTYAIBHOCTH KaKJ10H
yrpo3nl GesomacHoctd TTIH mpH uX o6paGorke B UCII/TH uexoas U3 MaTPULBL, TPHBEICHHAA B
tabnuue 9.2:

Tabauua 9.2 — Marpulia pacyera akTyalbHOCTH yrpo3 Gesonacuoctu I1J1H

( Peanusyemoct IloxazaTe b ONACHOCTH YIPO3bI
b YIPO3bl
Hnska Cpennss Bobicokas
Huskas 4{HeakTvaabHas HeaKTvalabHas aKTyanbHas
Cpennsas HeaKkTvalbHas aKTvanipHas aKTyanbHas
Beicokas aKTyajabHadg aKTyanbHas aKTyanbHas
QueHb BBICOKAs aKTyajibHas aKTyanpHas aKTYaubHasd




Ha ocHOBaHHM

saummennoctd MCIJIH (Y1), xoadduunenTe peanH3yeMocTH YTpO3bl

peanusann  (Y2),
AKTYaIBHOCTb KaXkKJI10# Yrpo3bl 6e30MmacHOCTH

a TaKKe OKCIEPTHOIf OIEHKH ONacHOCTH
[1/11, oOpabaTeIBaEMBbIX B WCIITs. (Tabnuma 9.3)
Ta6muna 9.3 — AKTYAIbHOCTB YTpo3 0e30TacHOCTH I1]1n

yrpo3sl,

[OI0KEH T MOJEIH YIpO3, MOJIEIH HAPYLIMTENA, JaHHBIX 00 MCX0aHON
(Y), BEpoATHOCTH €e
onpenensercs

F Beposar | Koadduu s T
HOCTB WEHT Onenka
Ne v 5 aKTyanb
o/ rposa Gezonacroctu [1/Tn peanusa | peanusye | OMAacHOCTH | — o
LUK MOCTH yIpo3sl YrposE
, yrpo3bl yIpo3bl
1. | Pasrnamenue, nepeaaya Wiy yrpara 5 0,75 cpeaHss aKTyane
aTpubyTOB pasrpaHHyeHns J10CTyNa K Has
WCTIIn
2. | Hapywenne TpaBui XpaHeHHS ] 0,75 HH3Kas aKTyanb
aTpubyTOB pasrpaHuyenns 10CTyna K Has
WUCTIIn
3. | HecooOuieHne 0 (pakTax yTparhbl, 10 1,0 BBICOKAs AKTyanb
KOMIpOMeTaLuH aTpudyToB Hast
pasrpaHHHeHHs 10CTyna K NCI1dn
4. | Buespenie areHTOB B YHCII0 NIEpCOHAA 0 0,5 BBICOKAS AKTyallb
CHCTEMBI Has
5. | HecankuMOHHPOBAaHHBIH 3aMyCK 2 0,6 BBICOKas aKkTyalb
TexXHOMOTHUECKHX MPOrPaMM, CHOCOOHBIX Has
pH HEKOMIIETEHTHOM HCTO/IB30BaHHH
BLI3BIBATH [10TEPI0 paboTOCIoCOGHOCTH
CHCTEMBI HITH OCYILECTBIIAIOMIHX
HeoOpaTuMble H3IMEHCHHA B CHCTEME
(hopmaTHpOBaHHUE HITH
pecTpYKTYpH3aLHIO HocHTeel
uHpOpMALIHH, yIANCHHE JaHHBIX 1 T.0.)
6. | Beox omiOOUHBIX AaHHBIX 10 1.0 HH3Kas AxTyanb
Has
7. | HeitcTBus COTPYAHMKOB, NPHBOLALIHE K ] 0,75 BBICOKAs Axtyanb
YACTHYHOMY HIIM MOJHOMY OTKa3y Has
CHCTEMBI HITH HApYIIEHHIO
paboTOCIIOCOOHOCTH AMMApaTHBIX WK
nporpaMMHbIX CPEACTE
8. | Urnopuposanune OpraHu3alMOHHbIX 10 1 cpeaHas AKTyalb
orpaHnueHHH (yCTaHOBICHHBIX TpaBu) Hast
npu pabore ¢ T
9. | dusuueckoe pa3pylleHHe HIIKM BEIBOI H3 0 0,5 BBICOKAs aKTyalb
CTpOs BCEX HIH OTAE/BHBIX naunbonee Hasi
pasicnbix kommonentos UCI1/In
10. | 3akynkn HeCOBEPLISHHBIX, yCTAPEBLIMX 0 0,5 HU3Kas HeaKTya
WJIM HeMepCreKTHBHBIX CPeICTB JbHAs
pHGOPMATH3ALNH 1 AHPOPMATHOHHBIX
TEXHOJIOTHH;
11. | Xumenue HocuTeseil HHGOpMALHH. 2 0.6 BBICOKAs AKTyasb
conepauux 11 Has
12. | To e, BHeurHuii  HapyLIHTENb 2 0,6 BEICOKaA aKTyallb
Has




13. | He3akoHHOe moJlydeHHe naposiel u ] 0,75 cpenHsist AxTyasb
JPYTHX PEKBU3HTOB pa3rpaHUYeHHUs Hast
noctyna k UCIT1In

14.| To e, BHeWIHWIT HAPYIIHTEb 2 0,6 cpeaHss aKTyasnb

Hasi

15. | HecankuuonupoBaHHas MOIHMHKALMA 5 0,75 BBICOKaA AxTyans
IPOrpaMMHOro 00ecneYeHH s Hast

16. | To ke, BHEUIHWH  HapYLIHTE/b 2 0,6 BBICOKas aKkTyalb

Has

17. | IMepexgar I1/1. nepesasaeMbIx no 0 0,5 BBICOKas AKTyans
KaHa/laM CBsi3H Has

18. | To e, BHELIHHH  HapyILIHTEIb 0 0.5 BEICOKas AxTyansb

Has

19. | HecaHKIIMOHHPOBAHHOE KOITHPOBAHHE ) 0,75 cpenHss AKTyans
HocuTesei uHdpopmarmu ¢ I1J1 Has

20. | To e, BHEIIHKI  HApyLIHTENb 2 0,6 cpeaHss AKTyallb

Has

21. | Yrenne ocTaTOUHON HH(OPMALIHH H3 0 0,5 HH3Kas HeakTya
ONepaTHBHON NAMATH U C BHELIHHX JIbHAs
3aMOMHHAIOLINX YCTPOHCTR

22.| To ke, BHEIIHUHA HApyLUUTENb 0 0,5 HU3Kad HEeaKTya

nbHAs

23. | HempeaHamepeHHOE 3apa)eHne 5 0,75 HU3Kad aKTyaib
KOMIIBIOTEPa BHPYCAMH Hasl

24. | TlpenHaMepeHHOE 3apakKeHHe 10 1,0 HU3Kas aKTyalb
KOMIIBIOTEpA BHPYCAMH Hasi

25. | BmelaTeasCTBO B IIPOLIECC 5 0,75 BBICOKast aKTyalb
dyuxunonuposanus UCT11a . ceteii Has
0f1Iero noJjb30BaHusl ¢ HETBI0
HECAHKIIMOHMPOBAHHOM MoAH(HKALHU
JIAHHBIX

26. | To e, BHELUHUIT  HapyIINUTENb 2 0.6 BBICOKAs aKTyatb

Has

27. | HecaHKUMOHUPOBAHHOE BHEAPEHUE U 10 1,0 cpenHsis aKTyalb
HCIONIb30BaHHE HEYUTEHHBIX IPOrpamMmM, Has
He ABJIAIONINXCA He0OXOAUMBIMH IS
BBITIOJTHEHHS COTPYAHHKAMH CBOHMX
ciay:keOHbIX 00s3aHHOCTEH

28. | To e, BHELIHMIA  HApPYLIUTENb 5 0,75 cpemHas aKkTyanh

Hasl

29, | HeyMbllIeHHOE NOBPEMAEHMS BHEIIHHX 2 0,6 HH3Kas HeaxTya
KabeTbHBIX CHCTEM CBS3H JbHAs

30. | Bo3HHKHOBEHHE MOKAPOB B 2 0.6 BBICOKAsA axKTyalb
HEMmoCpeICTBEHHOI BIM30CTH K Has

MOMENIEHUSAM, B KOTOPbIX
obpabareiBatorces 1)1 u apxusam I1]]
pe3ylbTaTe HEHCIIPaBHOH
INMEKTPONPOBOIKI, HEHCIIPABHBIX
TEXHUYECKHX CPECTB, HapyIIEeHHs
COTPYJIHHKAMH NPABHJI
MPOTHBONOKAPHOH GE30MacHOCTH.




Ha ocHOBaHMH MOJIOKEH
samumennoety UCIE (Y1),
peanu3auin
aKTYaJBHOCTh KaXI0H YTpO3bl

(Y2), a TaKxe

Wil MOJENH YTPO3, MOJIENTH HapyHTe/I,
KO HUIHEHTE PeanH3yeMOCTH Yrpo3sl (Y), BepOSITHOCTH €€
SKCTIEPTHOH OLEHKH ONMACHOCTH  YTPO3bl,
GezonacuocTn [1]1H, o6pabaTbiBagMBIX B UCII/Ix. (Tabmmna 9.3)

Tabnuua 9.3 — AKTYaJIbHOCTb yIpo3

NaHHBIX 00 MCXOAHOMH

onpesenseTcs

6ezonacrocti T1JIH

(_ Bepost | Koaddnu o
HOCTB HEHT OueHka
Ne v aKkTyalib
stk rposa Gesomacuocth [1/1H peanmsa | peaju3ye | OMACHOCTH | . L. .,
LHH MOCTH YTPO3bI
L yrpo3sl
YTPO3BI yIpO3El
1. | Pasrnamenue, nepenaya UM yTpata 5 0,75 cpenHss aKTyanb
aTpuOyTOB pa3rpaHHueHus 10CTyNa K Has
UCIIdu
2. | Hapywenue npaBui XpaHEeHH:A 5 0,75 HU3Kas aKTyalb
aTpuOyTOB pa3rpaHMueHus 10cTyna K Has
UCIu
3. | HecooGmenue o daxrax yTparsl, 10 1,0 BBLICOKAA AKTyanb
KOMIIpOMETALHH aTpHOYyTOB Has
pasrpaHuUeHHs J0CTyNa K WUCIIn
4. | Baempenue areHTOB B YHCIIO MEPCOHAIA 0 0,5 BBICOKAs AxTyanb
CHCTEMBI Has
5. | HecaHKIIMOHMPOBAHHBIH 3aMyCK 2 0.6 BBICOKas aKkTyalb
TeXHOIOTHYECKHMX TIPOTPaMM, CIocoOHBIX Has
[pH HEKOMIIETEHTHOM HCMO1b30BaHNH
BLI3LIBATH 10TEPIO PAGOTOCTIOCOOHOCTH
CHCTEMB] WITH OCYLIECTBIIAOIIHX
HeoBpaTHMBble H3IMEHEHHHA B CUCTEME
(popMaTHpOBaHHE HITH
peCTPYKTYpPH3aLHIO Hocutenen
uH(OpMalLiH, YalneHHe JaHHBIX 1 T.IL.)
6. | BRoa omOOUHBIX JTaHHBIX 10 1,0 HU3Kas AKTyanb
Has
7. | HeiicTBus COTPYHHKOB, NPHBOLALIUE K 5 0,75 BBICOKasd AxTyanb
4acTHYHOMY HIJIM MOJTHOMY OTKa3y Hast
CHCTEMBI HITH HapyLICHHIO
paGoTocnocOGHOCTH arnmnapaTHBIX HIlH
IpOrpaMMHBbIX CPEICTB
8. | UrnopupoBanue Oprann3alHOHHBIX 10 1 cpeaHss AKTyanb
orpanuueH#il (yCTaHOBICHHBIX paBu) Hasi
npu pabore ¢ [T
Q. | dusuueckoe pa3pylleHHe HIH BBIBOI U3 0 0,5 BEICOKAs aKTyalb
CTpO# BCEX MM OT/IE/BHBIX nanbosee Has
paskapix komronentos UCTL/IH
10. | 3akynku HecoBepLICHHBIX, YCTapEBLIAX 0 0,5 HU3Kas HeakTya
WM HETepCreKTHBHBIX CPEACTB nbHas
uHbopMaTH3aALUH 1 HHPOPMAITMOHHBIX
TEXHOJIOTHH}
11. | Xuwmenue nocuTeneii nHGOpPMALIH, 2 0,6 BBICOKAs AKTyanb
conepkamnx ITJ1 Has
12.| To e, BHEWIHUA HAPYLIHTETD 2 0.6 BBICOKAs aKTyaslb
L Has




r 13. | HezaxonHoe ronydeHue mapoe 1 5 0,75 cpenHas AKTyanb
ZIpyTHX PEeKBH3HTOB PasTPaHUYCHHA Hast
nocryna k UCT1JTH
14.| To ke, BHelIHNIT  HAPYIIUTEIb 2 0.6 CpesiHss aKTyalb
Hasl
15. | HecanKuuoHHpOBaHHAsS MO HKAIHSA 5 0.75 BBICOKAs AKTyaib
IpOrpaMMHOr0 0deceeHNs Hast
16. | To ke, BHelIHHIT HAPYLIHTEIb 2 0.6 BBICOKas aKTyalb
Hast
17. | Tlepexsar [1]1, nepeaapacMbIx Mo 0 0.5 BBICOKAst AKTyalb
KaHamaM CBA3U Hast
18. | To e, BHeUIHMIT  HAPYIINTEND 0 0,5 BBICOKAs AxTyanb
Has
19. | HecaHKHOHHPOBAHHOE KOMHPOBAHHE 5 0,75 cpeaHsis AKTyallb
nocuTeei nahopmauns ¢ T[T Has
20. | To e, BHELIHUH HApyLWIHTENb 2 0,6 cpemHssn AxTyane
Has
21. | Utenue ocraTouHoil HEpOPMAIMH H3 0 0.5 HU3Kasl HEaxKTya
ONEPATHBHOM NaMATH U ¢ BHELIHAX JbHAs
3aMOMHMHAIOIINX YCTPOHCTB
22.| To xe. BHewHKHH  HApYLIKTENb 0 0.5 HHU3Kas HeakTya
JbHAA
23. | HenpeaHamMepeHHOE 3apaiKeHNe 5 0,75 HH3Kas aKTyanb
KOMITBHOTEpa BHPYCaMH Hasl
24. | lpeanamepeHHOE 3apakeHne 10 1,0 HH3Kas aKTyalb
KOMIIBIOTEPA BUPYCaMU Has
25. | BMewareabcTBO B pouece 5 0,75 BBICOKasl aKTyalb
dynxumonupopanus UCIIIH , cereii Has
00111ero noJib30BaHus ¢ HEIbI0
HecaHKLHOHMPOBAHHOM MO QKA
JIAHHBIX
26. | To ke, BHENIHHH  HAPYUIHTEIb 2 0.6 BLICOKAA aKkTyalb
Has
27. | HecaHKiHOHHMPOBAHHOE BHEAPEHUE H 10 1,0 cpeHss aKTyalb
HCMONB30OBAHAE HEYUTECHHBIX TPOTPaMM, Hasl
He ABJSIOMINXCA HEOOXOAMMbBIMH UIs
BBITIOIHEHHS COTPYIHUKaMH CBOMX
crysxelGHbIX 00s3aHHOCTEH
28. | To e, BHEIIHHA  HapylIATENb 5 0,75 CpeaHsis aKTyalb
Hasi
29, | HeymbltunieHHOE NOBPEHACHNS BHEIIHAX 2 0.6 HHU3Kasd HeaxkTya
KabesbHBIX CHCTEM CBA3H nbHAs
30. | Bo3HMKHOBEHHE T107KapOB B 2 0.6 BBICOKAs aKTyalb
HerocpelcTBEHHOH GIH30CTH K Hast
MOMEIIEHHAM, B KOTOPBIX
obpabarsisatotes [1/1 1 apxusam na
pesyabTare HeUCIpaBHO#
371eKTPONPOBOIKH, HEHCIIPABHBIX
TEeXHHYECKHX CPEJICTB, HApYLICHHS
COTPY/IHHKAMH TPaBHI
IIPOTHBOMOXKAPHOT Ge30MaCHOCTH.




31. | PaspylieHue 31aHHi, OTACIBHBIX 0.5 BBICOKAs aKTyallb
MOMELIEHHH Hast
32. | Bo3HMKHOBEHHE CTHXHHHBIX 04aroB 0.6 HU3Kas HeakTya
10KapoB JbHas
33.| ABapuu B CHCTEMaX JJIEKTPOTNUTAHK 0,75 HH3Kas aKTyanb
Hasi
34.| Apapuu B cHCTEMAax OTOTUIEHHA H 0,75 cpenHss aKTyalb
BOJIOCHAGKEHUS B HENOCPEICTBEHHOH Hast

OIM30CTH K MOMELLIEHHAM, B KOTOPBIX
obpabarsisatotes 171 u apxusam I1]1







